UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
THANH PHO SAM SON Péc 1ap - Tu do - Hanh phiic

So: 4688 /UBND-VP Sam Son, ngay 28 thding 9 nam 2023

V/v gan nhéan tin nhiém mang cho cac
Cong/trang thong tin di¢n tir co quan nha
nudce trén dia ban thanh pho.

Kinh guri:
- Vin phong HDND&UBND thanh phd;
- Trung tam Van hoa - TT-TT&DL;
- UBND céc xa, phuong.

Thuc hién Cong van s6 200/TTCNTT&TT-QTHT ngay 11/09/2023 cia
Trung tdm Céng nghé théng tin va Truyén théng Thanh Hoéa vé viéc gan nhan
tin nhiém mang cho cac Cong/trang thong tin dién tir co quan nha nudc trén dia
ban tinh; Chii tich UBND thanh phd yéu cau Van phong HDND&UBND thanh
phd, Trung tdm Vin héa - TT-TT&DL va UBND céc xa, phuong thuc hién tot
cac ndi dung sau:

1. Vin phong HPND&UBND thanh phd, Trung tim Vin héa - TT-
TT&DL va UBND cac xa, phwong

- Pang ky chung thu s6 SSL cho Cong/ trang thong tin dién tir, theo Chi
thi s6 13/CT-UBND ngay 04/11/2022 vé viéc day manh bao dam an toan thdng
tin mang va trién khai cac hoat dong (ng ctru su ¢b an toan théng tin mang trén
dia ban tinh Thanh Héa.

- Ra soat Cong/Trang thong tin dién tir ctia don vi néu dang hoat dong &
giao thirc HTTP, can ddu mdi phdi hop véi don vi quan Iy tén mién VNPT (nang
cap trang/cong) dé kich hoat giao thic bao mat HTTPS tong hop theo mau &
Phu luc 01; gtri vé UBND thanh phé (qua Van phong HDND&UBND) trurdc
ngay 05/10/2023.

- Yéu cau k¥ thuat dap tng dung theo Diéu 6, Nghi dinh 42/2022/ND-CP
ngay 24/6/2022 cta Chinh phu, quy dinh vé viéc cung cap thong tin va dich vu
cong truc tuyén ciia co quan nha nudc trén moi trudng mang dé phé duyét tin
nhiém mang thyuc hién theo Hudng dan vé cac yéu cau dé gan nhan tin nhiém
mang ¢ Phu luc 02 kem theo.

2. Trung tam Vién thong Sim Son (VNPT)

- Phéi hop v6i UBND cac xi, phudng va cac don vi o lién quan thuc
hién nang cdp trang/cong thong tin dién tir theo quy dinh cua tai Diéu 6, Nghi
dinh 42/2022/ND-CP ngay 24/6/2022 ctia Chinh pht, quy dinh vé viéc cung cap



thong tin va dich vu cong truc tuyén cta co quan nha nudc trén méi trudng
mang va chi thi sé 13/CT-UBND ngay 04/11/2022 vé viéc ddy manh bao dam
an toan thdng tin mang va trién khai cac hoat dong tng ctu su ¢ an toan thdng
tin mang trén dia ban tinh Thanh Hoa.

Trong qué trinh thyuc hién, néu gap kho khin, vudng mac vé ki thuét lién
quan dén cac nodi dung, cong viée trén dé nghi lién hé véi dau mdi: Trung tam
Cong nghé thdng tin va Truyén thong Thanh Hoa (qua doéng chi DS Hitu Tién -
SPT: 0917672989) hodc Trung tdm Vién théng Sadm Son (qua dong chi Phuc -
SPT: 0946.787.772) dé phdi hop hd tro, xu ly.

Nhan dugc Coéng van ndy, yéu cau cac don vi trién khai va thuc hién
nghiém tac cac noi dung trén./.

Noi nhan:

- Nhu trén;

- Chu tich, cac Phé Chu tich UBND TP (b/céo);
- Luu: VT, VP.




Phuluc1:

Danh sach cac Cong/Trang thong tin dién tir thu¢c pham vi co’ quan, dang quan ly, sir dung
(Kem theo Cong van so /UBND-VP ngay thang 9 nam 2023 ciia UBND thanh pho)

1. Thong tin chung
= TEN AOM VII oo e eeeeeeaeea e
-DPaumoi lidn hé: ... oo,

T HO VA TEN: .o e,
+ SO AN thOAT: ... vv e
+Thudién tir: ..o,

2. Thong tin Cong/Trang thong tin dién tir.

Tén Cong/trang thong

Tin nhiém

Kiém tra, danh gia an

STT LSS Pia chi Pon vi quan ly toan thong tin nam
tin dién twr . : mang 2023
VD: Trang thong tin dién _ UBND thanh phd . )
1 tir UBND thanh phé Sam Son https://samson.thanhhoa.gov.vn/ Sam Son Co Chua
VD: Trang thong tin dién http://bacson.samson.thanhhoa.gov.vn/ UBND - phuong Chua Chua

tir UBND phuong Béc Son

Bac Son

Tong:




PHU LUC 2
CA4c yéu ciu ky thuat gan tin nhiém mang cho céac
Cong/Trang thong tin dién tir
(Kém theo Céng vin sé JUBND-VP ngay  /9/2023 ciia UBND thanh phd)

1. Gi6i thiéu vé tin nhiém mang

Chting nhan tin nhiém mang duogc gin trén cac Cong/Trang thong tin dién
tr ctia cac co quan, don vi do Trung tdm Giam sat an toan khéng gian mang
qudc gia (NCSC), B Thong tin va Truyén thong cung cip nham chimg nhan tin
nhiém gitp ngudi dung nhan biét nhanh, chinh xac céc té chuc, website, hé
théng va thiét bi tin ciy ngin ngira cac cudc tdn cong lira dao, tao dung niém tin
s6 cho nguoi dung khi st dung dich vu trén khéng gian mang.

Nhan tin nhiém giup nguoi dan dé dang phan biét website chinh thong ciia
cac co quan to chiic v4i cac website gia mao; dong thoi, tin nhiém hd trg quy
don vi trong viéc gidm sat thoi gian hoat dong cua website (Uptime Monitor);
phat hién sém cac hanh vi do quét, tin cong website; cac tn cong tir dia chi doc
hai va cac thay doi vé cu tric website, hudng toi khdng gian mang Viét Nam an
toan va lanh manh.

2. C4c yéu cau ky thuat

Cong/trang thong tin dién tir phai dap tung cac yéu cau ky thuat trude khi
dugc cung cép nhan tin nhiém mang, cu thé nhu sau:

- Yéu cau 1: Cong/Trang thong tin dién tir phai duoc thiét 1ap hoat dong
cung cp trén Internet qua giao thirc bao mat HTTPS.

Cac Cong/Trang thong tin dién tir néu dang hoat dong ¢ giao thac HTTP,
can phdi hop véi don vi quan Iy tén mién, quan 1y luu trit hoic cac nha cung cap
dich vu khac dé dang ky, kich hoat giao thirc bao mat HTTPS.

Céc cach kiém tra Cong/trang thong tin dién tir:
Céach 1:

Buéc 1: Truy cap trén trinh duyét Web (Chrome, Coc Céc, Firefox,...) go
dia chi tén mién Cong/trang thong tin dién tir.

Buréc 2: Néu trén thanh dia chi caa trinh duyét xuat hién biéu twong “hinh
khoa” nhu sau:
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Céch 2: Truy cap vao dia chi sau:
https://www.websiteplanet.com/vi/webtools/ssl-checker/

Nhap dia chi Cong/Trang thong tin dién tir vao dé kiém tra


https://www.websiteplanet.com/vi/webtools/ssl-checker/

‘6’ :ILEABNSEI:'E Danhgiav  Coupons @9 v Céngcuv  Blog Q k VND v BB Tiéng Viét v

Trinh kiém tra SSL

Kiém tra xem chirng chi SSL clia ban co dugc trinh duyét cai dat dang va dang tin cdy khong

sttt thanhhoa gov.vn Kiém Tra

- Yéu cau 2: Cong/Trang thong tin dién tir phai duoc kiém tra, danh gia vé
an toan thong tin truedc khi gan nhan tin nhiém mang.
3. Huéng din gan nhin tin nhiém mang

Sau khi dang ky va dap ting cac yéu cau k¥ thuat vé tin nhiém mang cho
Cong/Trang thong tin dién t&r, cac don vi can gin nhdn tin nhiém Ién
Cong/Trang théng tin dién tir ctia minh dé két ndi vai hé sinh thai Tin nhiém
mang.

Buoc 1: Sau khi dugce duyét, cac don vi s€ nhan dugc mot doan ma tuong
ung voi timg website ctia don vi.

Khubn dang ctia doan ma nhu sau:

<a href="Pudng dan d&&n théng tin cua website trén Tin
nhiém mang" target=" blank"><img src="DPudng dan dé gén
nhidn va két ndéi véi hé théng Tin nhiém mang” width="150px"

height="auto"></a>

Buréc 2: Sau khi nhan dugce cac don vi tién hanh gan doan ma vao cudi
trang web cta don vi. Két qua hién thi nhu sau:

TRANG THONG TIN DIEN TUr SO THONG TIN VA TRUYEN THONG THANH HOA

NCSC!: CO BAN
Gidy phép s8 12/GP-TTOT do Cuc Quén Iy Phét thanh, Truyén hinh va Théng tin dién tir cip ngay 11/4/2014

Website sot caimg shi

Chiu tréch nhiém: Ong D6 Hiru Quyét - Gidm ddc =1 TiN NHIEM Mgu’;;

Bia chi: Téa nhé Trung tdm Céng nghé théng tin tinh Thanh Héa, Dai 16 Nam Séng M - Pha Ai Son 2 - Phuéing Béng Hai - Thanh phé Thanh Héa
S5 BT: (02373) 713.985 - Fax: (02373) 713.985
Website duge thiét k& béi Trung tdm Cang nghé thang tin va truyén théng Thanh Hoa




		datbq.samson@thanhhoa.gov.vn
	2023-09-28T06:59:42+0700


		2023-09-28T08:51:05+0700


		2023-09-28T08:53:43+0700


		samson@thanhhoa.gov.vn
	2023-09-28T08:56:11+0700




